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IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF DELAWARE

UNITED STATES OF AMERICA ) Ei Sm]? - be4
e gl
V. ) Criminal Action No. 10-112-LPS
)
XIANG LI and ) =]
CHUN YAN L], i ~
) REDACTED 3
Defendants. ) '

w
SUPERSEDING INDICTMENT =
w

The Grand Jury for the District of Delaware charges that:f,rr -

I INTRODUCTION

At all times relevant to this Superseding Indictment:

1. Between in or about April 2008 and in or about June 2011, Defendants XIANG

LI and CHUN YAN LI operated an online business through which they engaged in the

unauthorized access, reproduction and distribution of copyrighted software produced by over 150
manufacturers. In particular, Defendants have engaged in software “cracking;” that is, the
willful circumvention of digital license files and access control features created to prevent
unauthorized access to copyrighted software products; and have engaged in the unauthorized
reproduction and international distribution of copyrighted computer software via the Internet.
Defendants unlawfully distributed these copyrighted works — commonly referred to as “cracked”
or “pirated” software — over the Internet by selling them on websites with the domain names

www.crack99.com, www.cad100.net, and www.dongle-crack-download.com (hereinafter

referred to as the “Subject Websites™).
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2. Defendants’ Subject Websites advertised over two thousand different “cracked”
software products for sale at a fraction of their retail prices. The advertised software, most of
which was created and copyrighted by companies based in the United States, is used in numerous
applications including defense, engineering, manufacturing, space exploration, aerospace
simulation and design, mathematics, storm water management, explosive simulation, and
manufacturing plant design. The prices listed for these software products on the Subject
Websites ranged from $20 to $1,200. The actual retail value of these products ranged from
several hundred dollars to over one million dollars.

3. Defendant XIANG LI was the domain name registrant and operator of the Subject

Websites. He also was the registered user of the Google email account china9981@gmail.com,

which was used to facilitate the sale and transfer of pirated software to website customers.
Defendant XIANG LI, together with Defendant CHUN YAN LI, received the funds generated
from the unauthorized sale of the copyrighted works. Furthermore, Defendant XIANG LI
distributed illicit funds to other co-conspirators for their work in furtherance of the criminal
conduct.

4. Defendant CHUN YAN LI collected monies sent by customers through such
remitters as Western Union and MoneyGram as payment for cracked software. Defendant
CHUN YAN LI established a bank account at China Merchant’s Bank into which some of the
proceeds from the sales of copyrighted software were deposited. Defendant CHUN YAN LI also
served as the account point of contact for PayPal, AlertPay and 800-Pay accounts used to receive
payments for pirated software.

5. Defendants engaged in over 500 transactions through which they distributed

pirated copyrighted works to at least 325 purchasers located in at least 28 states, including
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Delaware, and over 60 foreign countries. More than one-third of these purchases were made by
individuals within the United States, including small business owners, military contractors,
students, inventors, and engineers.

6. Defendants obtained proceeds in excess of $60,000 from the sale of pirated
software. The estimated lost retail value of these cracked copyrighted works is in excess of
$100,000,000. This lost retail value is a result of Defendants scheme and artifice to defraud and
to obtain money and property of the software manufacturers by means of false and fraudulent
pretenses, representations and promises as described below.

IL ALLEGATIONS COMMON TO ALL COUNTS
7. On or about February 10, 2008, using an address in Chengdu, China, Defendant

XIANG LI registered the domain name www.crack99.com. Defendant XIANG LI also

registered the domain names www.cad100.net and www.dongle-crack-download.com on

different dates in 2007 and 2008. Defendants used these three domain names to post their
Subject Websites, from which they advertised and sold the pirated copyrighted works.
8. On or about February 10, 2008, Defendant XIANG LI created a Google email

account at the address china9981@gmail.com. Defendant XIANG LI used this email account to:

(1) communicate with those who wished to or actually did purchase software from the Subject
Websites; (2) transmit files containing pirated software; (3) transmit hyperlinks to computer
servers in the United States or elsewhere from which customers could download pirated software
that they had purchased from Defendants; (4) instruct customers on how to install the pirated
software purchased from Defendants; (5) devise a scheme and artifice to defraud and to obtain
money and property by trafficking in counterfeit packaging and labeling for pirated software

products; and (6) arrange to travel from China to Saipan to meet with undercover agents posing
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as co-conspirators interested in distributing within the United States pirated software on
computer disks along with related counterfeit packaging and labeling.

9. Commercial software is often designed with security features embedded in the
software code for the purpose of preventing the unauthorized access or reproduction of the
software. At all relevant times, the Subject Websites advertised for sale copyrighted software
that had been “cracked;” that is, the access controls for the software had been disabled, removed
or otherwise bypassed. The purchaser therefore would have unlimited use of the software. This
Superseding Indictment will refer to software in which the access controls have been
circumvented and that is sold without authorization of the copyright owner as “pirated” or
“cracked” software.

10.  The home pages of the Subject Websites listed a three-step process for acquiring
pirated software: (1) submitting a request to purchase an advertised product to the email account

china9981@gmail.com, which was controlled by Defendant XIANG LI; (2) sending payment -

generally by wire transfer — as instructed; and (3) either receiving: (a) via email, downloadable
files containing the pirated software or a hyperlink to a download server holding such files; or (b)
a mail shipment containing disks with the pirated software.

A. Examples of Pirated Software Transactions

11. Between April 2008 and June 2011, Defendants utilized the email account

china998 1@gmail.com to process over 500 transactions in which they sold, without license or

authorization of the copyright holders, copies of approximately 400 copyrighted works, the
access controls to which had been circumvented. Such transactions included, but were not

limited to, the particular transactions detailed in Paragraphs 12 through 19 below.
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12. In or about September 2008, Defendants XIANG LI and CHUN YAN LI, without
license or authorization, sold a copy of “Ansoft Designer 3.5,” a software product in which the
access controls had been circumvented. This product, which was manufactured by Ansys, Inc.,
has an estimated retail value of $41,000. Defendants XIANG LI and CHUN YAN LI sold this
software to a U.S. customer for $40, which the customer transmitted by wire on or about

September 5, 2008 using Western Union. In an email sent from his china9981@gmail.com

email account on or about September 6, 2008, Defendant XIANG LI, without license or
authorization, distributed hyperlinks that enabled the customer to download this pirated software

product.

13. On or about September 11, 2008, a U.S. customer transmitted an email to

Defendant XIANG LI’s china9981(@gmail.com account, seeking to purchase a copy of “Agilent
Advanced Design System 2008,” a software product in which the access controls had been
circumvented. On or about September 12, 2008, Defendant XIANG LI, without license or
authorization, transmitted an email containing hyperlinks that allowed the customer to download
a pirated copy of this software product. This product, which was manufactured by Agilent
Technologies, Inc., has an estimated retail value of $229,000. Defendants XIANG LI and
CHUN YAN LI sold this pirated software product to the U.S. customer for $§60, which the
customer transmitted by wire using Western Union.

14. On or about September 20, 2008, Defendant XIANG LI, without license or
authorization, transmitted an email containing hyperlinks that allowed a U.S. customer to
download pirated copies of “Ansoft HFSS 10” and “Ansoft SiWave 3.0,” software products in

which the access controls had been circumvented. These products, which were manufactured by
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Ansys, Inc., have estimated retail values of $49,000 and $58,000. Defendants XIANG LI and
CHUN YAN LI sold both pirated software products to the U.S. customer for a total of $130.

15. On or about November 23, 2008, Defendants XIANG LI and CHUN YAN LI,
without license or authorization, sold a U.S. customer a copy of “Ansys Multiphysics,” in
addition to several other pirated software products, in all of which the access controls had been
circumvented. This pirated software product, which was manufactured by Ansys, Inc., has an
estimated retail value of $58,000. Defendants XIANG LI and CHUN YAN LI sold this pirated
software product, along with six others, to the U.S. customer for a total of $310, which was
transmitted from the United States to Defendants via two separate Western Union wire
transactions in the amount of $155 each on or about November 23, 2008 and December 3, 2008.

16. On or about January 13, 2009, Defendants XIANG LI and CHUN YAN LI,
without license or authorization, sold a U.S. customer a copy of “Vericut 6.2,” a software
product in which the access controls had been circumvented. This product was manufactured by
CG Tech. On or about January 13, 2009, the U.S. customer used Western Union to wire transfer
to Defendant CHUN YAN LI $60 for this pirated software product and $35 for the cost of
shipping it by disk.

17.  In an email exchange with a potential customer on or about February 2, 2009,
Defendant XIANG LI stated: “I am not a crack production engineers [sic] (my job is to
collect)[.] This is an international organization created to crack declassified document(s]. [sic]”

18. On or about September 18, 2009, Defendants XIANG LI and CHUN YAN LI,
without license or authorization, sold a U.S. customer a copy of “Matlab R2009B,” “Agilent
System Vue2009.05,” and “OPNET Modeler 14.0,” software products in which the access

controls had been circumvented. The “Matlab R2009B” software product was manufactured by
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The Mathworks, Inc. and has an estimated retail value of approximately $150,000. The “Agilent
System Vue2009.05” software product was manufactured by Agilent Technologies, Inc. and has
an estimated retail value of approximately $45,000. The “OPNET Modeler 14.0” software
product was manufactured by Opnet Technologies, Inc. and has an estimated retail value of
$25,000. Defendants sold these pirated software products to the U.S. customer for a total of
$210, which the customer transmitted by wire from the United States to China using Western
Union on or about September 18, 2009.

19. On or about October 27, 2010, Defendant XIANG LI, without license or
authorization, transmitted an email containing hyperlinks that allowed a U.S. customer to
download a pirated copy of “Comsol Multiphysics 4.0,” software product in which the access
controls had been circumvented. This product was manufactured by Comsol, Inc. and has an
estimated retail value of approximately $270,000. Defendants XIANG LI and CHUN YAN LI
sold this pirated software to the U.S. customer for $120, which was transmitted by wire transfer
on or about October 27, 2010 from the United States to China.

B. Controlled Purchases of Pirated Software by Law Enforcement Agents

20.  Between in or about January 2010 and in or about June 2011, undercover law
enforcement agents made a series of purchases of pirated software advertised on the Subject
Websites. The agents accessed the Subject Websites from computers connected to the Internet
from locations in Delaware and Pennsylvania. The agents corresponded by email with
Defendant XIANG LI about their purchases, including negotiating price, receiving electronic
files containing the pirated software or hyperlinks that enabled agents to download the pirated
software from computer servers located in the United States, and receiving instructions from

Defendant XIANG LI on how to install the pirated software. The agents transmitted a series of



Case 1:10-cr-00112-LPS Document 36 Filed 04/03/12 Page 8 of 35 PagelD #: 13

wire transfers from a Western Union location in Delaware to Defendant CHUN YAN LI in
China, as payment for the pirated software they purchased.

1. January 2010 Controlled Purchase of “Satellite Tool Kit 8.0” Software

21. On or about January 15 and 16, 2010, Defendants XIANG LI and CHUN YAN
LI, without license or authorization, sold a pirated copy of “Satellite Tool Kit 8.0” (“STK”), a
software product in which the access controls had been circumvented, to an undercover law
enforcement agent. This software product is designed to assist the military, aerospace, and
intelligence industries through scenario-based modules that simulate real-world situations, such
as missile launches, warfare simulations, and flight trajectories. This software is a product of
Analytical Graphics, Inc. The software’s estimated retail price is over $150,000. Analytical
Graphics, Inc. had not authorized Defendants to sell, distribute, or otherwise disseminate its
product.

22. Pursuant to Defendant XIANG LI’s email instructions, the undercover law
enforcement agent sent a wire transfer in the amount of $1,000 from a Western Union facility
located in Claymont, Delaware to Defendant CHUN YAN LI, in Chengdu, China. The
undercover agent sent an email to Defendant XIANG LI informing him that payment had been
made and requesting delivery of the pirated software.

23. On or about January 16, 2010, an undercover law enforcement agent received an
email from Defendant XIANG LI containing three, compressed electronic files. An undercover
agent downloaded each of these files.

24.  Each of the downloaded files contained operable professional versions of STK,
along with the electronic license keys that control access to the software. The STK product sold

to the undercover agents by Defendants contained several different modules or scenario
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functions generally used by the military and intelligence communities, including 3-D warfare
scenarios. In total, the STK software sold to the undercover agents has an estimated retail value
exceeding $150,000.

25.  The pirated software circumvented the license distribution system set up by AGI
to deliver specific 1icénses needed to operate its software directly to its customers. By
circumventing this license management system, Defendants were able to distribute the pirated
software product without any limitations of its usage.

2. February 2010 Controlled Purchase of “Quartus II 9.0” Software

26. Between on or about February 19, 2010 and February 24, 2010, Defendants
XIANG LI and CHUN Y AN LI, without license or authorization, sold copies of “Quartus II Nios
Embedded Suite v9.0,” “Quartus IT v9.0 FPGA Full Working,” and “Quartus II DSP Builder
9.0,” software products in which the access controls had been circumvented, to an undercover
law enforcement agent. These software products are used in the design of semi-conductor chips
employed in the communications, medical, defense and other industries. This copyrighted
software is a product of Altera Corporation. Defendants were not authorized to sell, distribute,
or otherwise disseminate any of these software products.

27.  On or about February 22, 2010, pursuant to Defendant XIANG LI’s email
instructions, an undercover agent sent a Western Union payment of $340 to Defendant CHUN
YAN LI in Chengdu, China. This wire transfer was made from a Western Union branch located
in Claymont, Delaware.

28. On or about February 24 and 25, 2010, Defendant XIANG LI emailed four
compressed electronic files to an undercover agent that contained four software products that are

copyrighted and sold and/or distributed exclusively by Altera Corporation, along with the
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electronic license keys that control access to the software. The estimated total retail value of the
Altera software products sold to the undercover agents by Defendants is over $10,000.

29.  The pirated Altera software products sold by Defendants to the undercover agents
had been modified to circumvent the proper functioning of the license keys or files that are
designed to prevent unauthorized access to Altera’s software products.

3. March 2010 Controlled Purchase of “HyperSizer” Software

30. Between on or about March 17 and March 19, 2010, Defendants XIANG LI and
CHUN YAN LI, without license or authorization, sold copies of “HyperSizer v.5.3.29,” and
“HyperSizer v.5.3,” software products in which the access controls had been circumvented, to an
undercover law enforcement agent. These two software products were designed and produced
by Collier Research and Development Corporation. Defendants were not authorized to sell,
distribute, or otherwise disseminate these software products.

31. On or about March 18, 2010, pursuant to Defendant XIANG LI’s email
instructions, and undercover agent made a wire transfer of $200 to Defendant CHUN YAN LI
from a Western Union facility in Claymont, Delaware.

32.  Onorabout March 19, 2010, Defendant XIANG LI emailed a hyperlink that
allowed the undercover agent to download operable versions of the HyperSizer software, along
with the electronic license keys that control access to the software. The pirated copy of the
HyperSizer software sold to the undercover agent by Defendants had been modified to
circumvent the proper functioning of the electronic license keys or files designed to prevent

unauthorized access to these products.

10
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33.  The HyperSizer software assists in the weight reduction, structural design and
stress analysis of the composite materials used in the construction of aircraft and spacecraft. The
estimated retail value of the entire HyperSizer products is approximately $50,000.

4, November 2010 Controlled Purchase of “Satellite Tool Kit 9.2.1” Software

34. Between on or about November 8 and November 16, 2010, Defendants XIANG
LI and CHUN Y AN LI, without license or authorization, sold a copy of “Satellite Tool Kit
9.2.1,” a software product in which the access controls had been circumvented, to an undercover
law enforcement agent. This software product was an updated version of the “Satellite Tool Kit
8.0” software that Defendants XIANG LI and CHUN YAN LI sold to the undercover law
enforcement agents in January 2010. Analytic Graphics, Inc., the software product manufacturer
and copyright holder, had not authorized Defendants XIANG LI and CHUN YAN LI to sell,
distribute, or otherwise disseminate STK 9.2.1 or any other AGI product.

35. In an email transmitted on or about November 8, 2010, Defendant XIANG LI
stated that the price of the cracked software was “very costly” because of the “development
cost.” On or about November 12, 2010, pursuant to Defendant XIANG LI’s email instructions,
an undercover agent made a wire transfer of $2000 to Defendant CHUN YAN LI from a Western
Union facility in Claymont, Delaware.

36. On or about November 23, 2010, Defendant XIANG LI emailed two hyperlinks,
resolving to a web server located in Arizona, which allowed the undercover agent to download
operable versions of the “Satellite Tool Kit 9.2.1” software, as well as the electronic license key
that controls access to the software. The hyperlinks sent by Defendant XIANG LI also allowed
the agents to download a software tool designed to coordinate the setting of the license key code

for the software with that of any particular computer on which the software was installed. The

11
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pirated copy of the “Satellite Tool Kit 9.2.1” software sold to the undercover agent by
Defendants had been modified to bypass the electronic license keys designed to prevent
unauthorized access to these products.

37.  The “Satellite Tool Kit 9.2.1” downloaded by the undercover agent via the
hyperlink provided by Defendant XIANG LI was an operable “Professional Edition” of the
software, which had been publicly released by Analytical Graphics, Inc. approximately one
month earlier. The estimated retail value of this software was over $240,000.

5. January 2011 Undercover Purchase of Software and Proprietary Data

38. Beginning in or about December 2010, an undercover agent engaged in electronic
communications with Defendant XIANG LI, during which they discussed a plan in which the
undercover agents would resell copies of pirated software provided by Defendant XIANG L1 to
small businesses in the United States.

39. On or about January 4, 2011, an undercover agent transmitted an email to

Defendant XIANG LI’s china998 1(@gmail.com account, seeking to purchase pirated copies of
the following software products:

Ansys 13.0

NI Labview
Agilent EMPro
Ansoft Nexxim
Antenna Magus
CST Studio Suite
Ansoft Simplorer
Matlab

Catia

Vector Works
HyperWorks
ProNest

Ansoft Maxwell
Ansoft HFSS
Mastercam

OCpBIRTITERMe AL O
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In the email, the undercover agent stated that he and his colleagues planned to resell the software
products to small businesses in the United States.

40. In an email transmitted to an undercover agent on or about January 4, 2011,
Defendant XIANG LI responded positively to this proposal. Defendant XIANG LI agreed to
supply the requested pirated software products for a total price of $1,467.

41.  On or about January 6, 2011, an undercover agent transmitted a Western Union
wire transfer in the amount of $1,467 from Claymont, Delaware to Defendant CHUN YAN LI,
in China.

42, On or about January 11, 2011, Defendant XIANG LI sent an email to the
undercover agent stating that he would send the design packaging for the fifteen software
programs described in Paragraph 39 and requested by the undercover agent for the total price of
$1,500. In this same email, Defendant XIANG LI also informed the undercover agent that he
has “More pleasant surprises.” This portion of the email was written in both English and
Chinese. A review of this email using the assistance of online translation tools revealed that
Defendant XIANG LI stated that he had approximately twenty gigabytes of valuable Analytical
Graphics, Inc. internal data. In English, Defendant XIANG LI stated that he would charge
$3,000 for this data. Defendant XIANG LI also stated that this information was confidential and
that he would only sell this data to the undercover agent.

43, On or about January 11, 2011, an undercover agent transmitted an email to
Defendant XIANG LI stating that he was interested in the design packaging offered by
Defendant XIANG LI. The undercover agent then requested a sample of this design packaging.

44, On or about January 11, 2011, Defendant XIANG LI sent another email to the

undercover agent with an attached image file showing a disc bearing the counterfeit label of an
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Ansys software product. Defendant XIANG LI stated in this email: “All included CD printing,
design, and exquisite box. Color graphic design... Yoﬁr customers satisfied with your decision.”

45. On or about January 13, 2011, an undercover agent, using the assistance of a
Chinese translator, engaged in a Skype Voice Call with Defendant XIANG LI. The purpose of
the call was to follow up on an email Defendant XIANG LI sent to the undercover agent on
January 11, 2011, in which Defendant XIANG LI offered to provide counterfeit disk design
packaging for fifteen software products that the undercover agent had purchased from Defendant
XIANG LI. During the Skype Voice Call, Defendant XIANG LI stated that he would provide
disk packaging, including the disk labels, for all fifteen software products. Defendant XIANG
LI stated that the cost of the CD labels and packaging designs would be $1,500, but he agreed to
a ten percent discount, totaling $1,350. During the call, Defendant XIANG LI also offered to
sell the undercover agent Analytical Graphics, Inc. STK training data and approximately twenty
gigabytes of information, for $3,000. Defendant XIANG LI stated that the fifteen software disks
and approximately twenty gigabytes of STK training data was too large to transfer using his File
Transfer Protocol (FTP) and suggested that he mail the material directly to the undercover agent.

46. On or about January 20, 2011, an undercover agent transmitted a Western Union
wire transfer in the amount of $4,350 from a location in Claymont, Delaware to Defendant
CHUN YAN LI, in China as payment for the design packaging relating to the previously ordered
fifteen software programs and approximately twenty gigabytes of Analytical Graphics, Inc. data
offered by Defendant XIANG LL

47. On or about January 24, 2011, Defendant XIANG LI sent an email in Chinese to

the undercover agents. According to online translation tools, Defendant XIANG LI confirmed

14
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that he had received the Western Union payment and stated that there would be a delay in the
mailing of the data and software packaging.

48. On or about February 1, 2011, the undercover agents received a mail package
with Chinese writing on the exterior at an undercover mailbox located in Philadelphia,
Pennsylvania. The package contained six DVDs. A review of the DVDs revealed that each
contained numerous files, including files with titles matching the fifteen software programs the
undercover agents had ordered from Defendants.

6. June 2011 Meeting and Delivery of Software and Proprietary Data in Saipan

49.  Through various email messages and Skype transmissions between March and
June 2011, Defendant XIANG LI agreed to meet with the undercover agents in Saipan, within
the District of the Northern Mariana Islands, in June 2011. The purpose of the meeting was for
Defendant XIANG LI to transfer the pirated software, design packaging and STK software and
proprietary data paid for by the undercover agent in January 2011. Defendant XIANG LI and
the undercover agents also were to discuss their plan for Defendant XIANG LI to transmit
pirated software titles and related counterfeit packaging and labeling to the undercover agents via
the Internet, which the undercover agents told Defendant XIANG LI they then would assemble
and resell to small businesses in the United States.

50. On or about June 6, 2011, Defendant XIANG LI traveled, via air carrier, from
China to Saipan to meet with the undercover agents. After arriving in Saipan, Defendant
XIANG LI transmitted an email to an undercover agent to finalize a meeting time and location.

51. On June 7, 2011, Defendant XIANG LI met with undercover agents at a location
in Saipan. During this meeting, Defendant XIANG LI delivered to the undercover agents DVDs

containing cracked versions of “Satellite Took Kit” 6.1.3, 8.1, and 9.2.1 software and various

15
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add-on software modules, installation programs and cracked license files associated with the
software products. Defendant XIANG LI also brought disks containing other proprietary data
relating to the “Satellite Tool Kit” software, including training and tutorial materials, installation
instructions and mapping data files. Defendant XIANG LI had transported these disks

containing the pirated software and related materials from China to Saipan on or about June 6,

2011.

52.  During the June 7, 2011 meeting, Defendant XIANG LI also delivered to the
undercover agents multiple computer disks with counterfeit packaging and product labeling
indicating that they contained various software products, including:

Ansys 13.0

NI Labview
Agilent EMPro
Ansoft Nexxim
Antenna Magus
CST Studio Suite
Matlab

Ansoft Designer
Vector Works
Hyper Works
Pronest

Ansoft Maxwell
Ansoft HFSS
Mastercam

Catia V5R20
Ansoft Simplorer

vop g TRETER MO QG TR

53. During the June 7, 2011 meeting, Defendant XIANG LI also delivered to the
undercover agents certain counterfeit DVD case jackets and artwork purporting to be the

packaging and labeling for software products, including Catia V5R20 and EMPro.

16
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III.  OBJECTS OF THE CONSPIRACIES CHARGED IN COUNTS 1 THROUGH 4

54. It was an object of the conspiracy charged in Count 1 to unlawfully obtain
commercial advantage and private financial gain through the willful and unauthorized
circumvention of technological measures that effectively control access to copyrighted works,
namely software products.

55. It was an object of the conspiracy charged in Count 2 to unlawfully obtain
commercial advantage and private financial gain through the willful and unauthorized
manufacture, importation, public offering and trafficking in a technology, product, service,
device, component or part thereof, which technology, product, service, device, component or part
thereof was primarily designed and produced for the purpose of circumventing technological
measures that effectively controlled access to copyrighted works, namely software products.

56. It was an object of the conspiracy charged in Count 3 to unlawfully obtain
commercial advantage and private financial gain through the willful and unauthorized
reproduction, copying, sale and distribution of pirated copies of copyrighted software products
via the Internet.

57. It was part of the scheme and artifice to defraud and to obtain money or property
by false and fraudulent pretenses charged in Count 4 that, between April 2008 and June 2011,
Defendant XIANG LI and his co-conspirators, without the knowledge or authorization of
software manufacturers and owners:

a. obtained copies of numerous software products of the software

manufacturers and owners via the Internet;

17
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b. devised technological “cracks™ in license files that accompany the
software products, thereby disabling the access controls for these software products and enabling
the utilization of the products for an unlimited period of time and on various computers;

c. imported, offered to the public and disseminated, via the Internet, the
cracked license files and software applications that were primarily designed and produced for the
purpose of installing operating versions of the software products on any computer and permitting
access to the software products for an unlimited period of time;

d. manufactured and trafficked in counterfeit documentation and packaging
and counterfeit labels for software products to be disseminated via the Internet, downloaded onto
computer disks, packaged using the counterfeit labels and packaging, and sold as seemingly
authentic software products to United States consumers.

IV. MANNER AND MEANS OF THE CONSPIRACIES
CHARGED IN COUNTS 1 THOUGH 4

58. It was a part of the conspiracies charged in Counts 1 through 4 that Defendants
obtained unauthorized copies of copyrighted works, including computer software, and distributed
these copyrighted works throughout the world by means of the Internet, private carriers and mail
services.

59. It was further part of the conspiracies charged in Counts 1 through 4 that
Defendants trafficked in and utilized technologies, products, services, devices and components
and parts thereof that were primarily designed and produced for the purpose of circumventing the
access control and copy prevention systems designed to prevent unauthorized access and copying

of copyrighted works.

18
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60. It was further part of the conspiracies charged in Counts 1 through 4 that
Defendants distributed these copyrighted works without a license, permission, or other
authorization from the owners of the copyrighted works.

61. It was further part of the conspiracies charged in Counts 1 through 4 that the
Defendants used computer servers located in the United States and elsewhere to host the Subject
Websites and to maintain download servers containing the unauthorized copies of copyrighted
works. Defendants used Google and email services on numerous occasions to communicate with
others about the sale, delivery, and installation of the pirated computer software.

62. It was further part of the conspiracies charged in Counts 1 through 4 that
Defendants used online advertising, including advertising through Google, to promote their
websites.

63. It was further part of the conspiracies charged in Counts 1 through 4 that
Defendants utilized the services of PayPal, Inc., AlertPay, 800-Pay and other e-commerce
businesses allowing payments and money transfers to be made through the Internet, Western
Union and Money Gram and to facilitate the receipt and transfer of funds generated from the
unauthorized sale of copyrighted works.

64. It was further part of the conspiracies charged in Counts 1 through 4 that
Defendants utilized the services of banks, including China Merchant’s Bank and the Bank of
China, to maintain bank accounts for the receipt and transfer of funds generated by the unlawful

sale of the copyrighted works.

19



Case 1:10-cr-00112-LPS Document 36 Filed 04/03/12 Page 20 of 35 PagelD #: 25

V. OVERT ACTS

It was further part of the conspiracies charged in Counts 1 through 4 that the following
acts in furtherance of and to affect the objects of the conspiracies were committed in the District
of Delaware and elsewhere:

65. On or about February 10, 2008, using an address in Chengdu, China, Defendant

XIANG LI registered the domain name www.crack99.com.

66. On or about February 10, 2008, Defendant XIANG LI created a Google email

account at the address: china9981(@gmail.com.

67.  Between in or about January 2008 through in or about June 2011, Defendant
XIANG LI posted websites located on the Internet at the uniform resource locators

www.crack99.com, www.cad100.net, and www.dongle-crack-download.com, that advertised for

sale, without authorization, various software products.

68. On or about January 15, 2010, Defendant CHUN YAN LI received a wire transfer
in the amount of $1,000 from a Western Union facility in Claymont, Delaware, as payment for
the unauthorized sale of “Satellite Tool Kit 8.0, a software product manufactured and
copyrighted by Analytical Graphics, Inc.

69. On or about January 16, 2010, Defendant XIANG LI, without license or
authorization, transmitted an email attaching files that contained a copy of “Satellite Tool Kit
8.0,” a software product in which the access controls had been circumvented.

70. On or about February 22, 2010, Defendant CHUN YAN LI received a wire
transfer in the amount of $340 from a Western Union facility in Claymont, Delaware, as
payment for the unauthorized sale of three software products — “Quartus II Nios Embedded Suite

v9.0;” “Quartus II v9.0 FPGA Full Working;” and “Quartus II DSP Builder 9.0.”
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71. On or about February 24 and 25, 2010, Defendant XIANG LI, without license or
authorization, transmitted emails attaching files that contained copies of “Quartus II Nios
Embedded Suite v9.0;” “Quartus II v9.0 FPGA Full Working;” and “Quartus II DSP Builder
9.0,” software products in which the access controls had been circumvented.

72. On or about March 18, 2010, Defendant CHUN YAN LI received a wire transfer
in the amount of $200 from a Western Union facility in Claymont, Delaware, as payment for the
unauthorized sale of “HyperSizer v.5.3.29” and “HyperSizer v.5.3,” software products were
manufactured and copyrighted by Collier Research and Development Corporation.

73. On or about March 19, 2010, Defendant XIANG LI, without license or
authorization, transmitted an email attaching a hyperlink to a computer server connected to the
Internet, which allowed the recipient to download copies of “HyperSizer v.5.3.29” and
“HyperSizer v.5.3,” software products in which the access controls had been circumvented.

74. On or about November 12, 2010, Defendant CHUN YAN LI received a wire
transfer in the amount of $2000 from a Western Union facility in Claymont, Delaware, as
payment for the unauthorized sale of “Satellite Tool Kit 9.2.1,” a software product that was
manufactured and copyrighted by Analytical Graphics, Inc.

75. On or about November 23, 2010, Defendant XIANG LI, without license or
authorization, transmitted an email containing hyperlinks to a computer server connected to the
Internet from a location in Arizona, which allowed the recipient to download copies of “Satellite
Tool Kit 9.2.1,” a software product in which the access controls had been circumvented.

76. On or about January 6, 2011, Defendant CHUN YAN LI received a wire transfer
in the amount of $1467 from a Western Union facility in Claymont, Delaware, as payment for

the unauthorized sale of fifteen software products.
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77. On or about June 6, 2011, Defendant XIANG LI traveled from China to Saipan,
within the District of the Northern Mariana Islands, while transporting pirated copies of
“Satellite Took Kit” 6.1.3, 8.1, and 9.2.1 and related instructional and installation materials.

78. On or about June 6 and 7, 2011, Defendant XIANG LI traveled from China to
Saipan, within the District of the Northern Mariana Islands, and delivered to undercover law
enforcement agents counterfeit packaging and labeling for various software products, including:

Ansys 13.0

NI Labview 2010
Agilent EMPro 2009
Ansoft Nexxim
Antenna Magus
CST Studio Suite 2010
Matlab R2010b
Ansoft Designer
Vector Works
HyperWorks 10.0
MTC Pronest
Ansoft Maxwell
Ansoft HFSS
Mastercam X5

Catia V5R20

Ansoft Simplorer

BopgITATITER M Q0 T

COUNT 1

CONSPIRACY TO CIRCUMVENT A TECHNOLOGICAL MEASURE THAT
PROTECTS A COPYRIGHTED WORK

79.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this

Count 1.

80.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, and others known and
unknown to the grand jury, willfully conspired and agreed to commit an offense against the

United States, to wit, Defendants XIANG LI and CHUN YAN LI, for purposes of commercial
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advantage and private financial gain, willfully conspired and agreed to circumvent a
technological measure that effectively controls access to a work protected under Title 17 of the
United States Code, namely software products, in violation of Title 17, United States Code,
Sections 1201(a)(1)(A) and 1204(a)(1)
All in violation of Title 18, United States Code, Sections 371 and 2.
COUNT 2

CONSPIRACY TO TRAFFIC IN ACCESS CONTROL
CIRCUMVENTION TOOLS AND SERVICES

81.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 2.

82.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, and others known and
unknown to the grand jury, willfully conspired and agreed to commit an offense against the
United States, to wit, Defendants XIANG LI and CHUN YAN LI, for purposes of commercial
advantage and private financial gain, willfully conspired and agreed to manufacture, import,
offer to the public, provide and otherwise traffic in any technology, product, service, device,
component and part thereof, which technology, product, service, device, component and part
thereof was primarily designed and produced for the purpose of circumventing a technological
measure that effectively controls access to a copyrighted work, namely software products
protected under Title 17 of the United States Code, namely, software products, in violation of
Title 17, United States Code, Sections 1201(a)(2)(A) and 1204(a)(1)

All in violation of Title 18, United States Code, Sections 371 and 2.
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COUNT 3

CONSPIRACY TO COMMIT CRIMINAL COPYRIGHT INFRINGEMENT

83.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 3.

84.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, and others known and
unknown to the grand jury, willfully conspired and agreed to commit an offense against the
United States, to wit, during a 180-day period, Defendants XIANG LI and CHUN YAN LI, for
purposes of commercial advantage and private financial gain, willfully conspired and agreed to
reproduce and distribute at least ten infringing copies of one or more copyrighted software
products, with a total retail value of more than $2,500, in violation of Title 17, United States
Code, Section 506(a)(1)(A) and Title 18, United States Code, Sections 2319(a) and (b)(1)

All in violation of Title 18, United States Code, Sections 371 and 2.

COUNT 4
CONSPIRACY TO COMMIT WIRE FRAUD

85.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 4.

86.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, and others known and
unknown to the grand jury, did knowingly conspire and agree to devise a scheme and artifice to
defraud and to obtain money and property by means of false and fraudulent pretenses,
representations and promises, as set forth in Paragraphs 1 through 78 above, and in furtherance

thereof, on or about the dates below, in the District of Delaware and elsewhere, caused to be
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transmitted by means of wire communication in interstate and foreign commerce, the following

writings, signs, signals, pictures and sounds for the purpose of executing such scheme and

artifice:
Date Wire Transmission
January 2008 — Websites posted on the Internet at the uniform resource
June 7, 2011 locators www.crack99.com, www.cad100.net, and
www.dongle-crack-download.com,
November 23, 2008 Email from Defendant XIANG LI to customer
October 27, 2010 Email from Defendant XIANG LI to customer
January 4, 2011 Email from Defendant XIANG LI to undercover agent
January 6, 2011 Wire Transfer of $1467 from undercover agent to Defendant
CHUN YAN LI
January 11, 2011 Email from Defendant XIANG LI to undercover agent
January 20, 2011 Wire Transfer of $4,350 from undercover agent to Defendant
CHUN YAN LI
June 6, 2011 Email from Defendant XIANG LI to undercover agent

All in violation of Title 18, United States Code, Sections 1343 and 1349.
COUNT 5

CIRCUMVENTION OF A TECHNOLOGICAL MEASURE
THAT PROTECTS A COPYRIGHTED WORK

87.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this

Count 5.

88.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, willfully and for purposes
of commercial advantage and private financial gain, circumvented a technological measure that
effectively controls access to a work protected under Title 17 of the United States Code; to wit,

electronic files designed to limit access to copyrighted software products, in violation of Title 17,

25



Case 1:10-cr-00112-LPS Document 36 Filed 04/03/12 Page 26 of 35 PagelD #: 31

United States Code, Sections 1201(a)(1)(A) and 1204(a)(1) and Title 18, United States Code,
Section 2.

COUNT 6
TRAFFICKING IN ACCESS CONTROL CIRCUMVENTION TOOLS AND SERVICES

89.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 6.

90.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, willfully and for purposes
of commercial advantage and private financial gain, manufactured, imported, offered to the
public, provided and otherwise trafficked in any technology, product, service, device, component
and part thereof knowing that the technology, product, service, device, component and part
thereof was primarily designed and produced for the purpose of circumventing a technological
measure that effectively controls access to a work protected by Title 17 of the United States
Code, namely software products, in violation of Title 17, United States Code, Sections
1201(a)(2)(A) and 1204(a)(1), and Title 18, United States Code, Section 2.

COUNT 7
CRIMINAL COPYRIGHT INFRINGEMENT

91.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this

Count 7.

92.  Between in or about April 2008 and in or about June 2011, in the District of
Delaware and elsewhere, Defendants XIANG LIand CHUN YAN LI, and others unknown to the
grand jury, did willfully, for the purpose of commercial advantage and private financial gain,

infringe the copyrights in various software products, by the reproduction and distribution by
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electronic means, including via the Internet, during a 180-day period, of at least ten copies of one
or more of the copyrighted works, which had a retail value of more than $2,500, in violation of
Title 17, United States Code, Section 506(a)(1)(A), and Title 18, United States Code, Sections
2319(a) and (b)(1) and 2.

COUNTS 8-24

TRAFFICKING IN COUNTERFEIT LABELS, DOCUMENTATION AND PACKAGING

93. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in these
Counts 8-24.

94, Between in or about January 2011 and June 7, 2011, in the District of Delaware
and elsewhere, including within the special maritime and territorial jurisdiction of the United
States, Defendant XIANG LI, did use and intend to use the mail and a facility of interstate and
foreign commerce, to knowingly traffic in counterfeit documentation and packaging and
counterfeit labels affixed to, enclosing, accompanying, and designed to be affixed to, to enclose,
and to accompany, the following copyrighted computer programs and copyrighted

documentation and packaging:

Count Item
8 Ansys 13.0
9 Ansoft Nexxim
10 Ansoft Simplorer
11 Ansoft Designer
12 Ansoft Maxwell
13 Ansoft HFSS
14 CATIA V5R20
15 Mastercam X5
16 Vectorworks
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17 HyperWorks 10.0
18 Satellite Tool Kit
19 LabView 2010

20 MTC ProNest

21 - EMPro 2009

22 Matlab R2010b

23 CST Studio Suite 2010
24 Antenna Magus

All in violation of Title 18, United States Code, Sections 2318(a)(1)(A) and (B) and

2318(c) and 2.
COUNT 25
INTERSTATE TRANSPORTATION OF STOLEN PROPERTY

95.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 25.

96. In or about January 2010, in the District of Delaware and elsewhere, Defendants
XIANG LI and CHUN YAN LI did unlawfully transport, transmit, and transfer in interstate and
foreign commerce, stolen goods, wares, and merchandise, to wit, “Satellite Tool Kit 8.0”
software, of the value of $5,000 or more, knowing the same to have been stolen, in violation of
Title 18, United States Code, Sections 2314 and 2.

COUNT 26
INTERSTATE TRANSPORTATION OF STOLEN PROPERTY
97.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this

Count 26.
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98.  Inor about February 2010, in the District of Delaware and elsewhere, Defendants
XIANG LI and CHUN YAN LI did unlawfully transport, transmit, and transfer in interstate and
foreign commerce, stolen goods, wares, and merchandise, to wit, “Quartus II, Nios Embedded
Suite v9.0,” “Quartus II v9.0 Field Programmable Gate Array,” and “Quartus II DSP Builder”
software, of the value of $5,000 or more, knowing the same to have been stolen, in violation of
Title 18, United States Code, Sections 2314 and 2.

COUNT 27
INTERSTATE TRANSPORTATION OF STOLEN PROPERTY

99.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 27.

100. In or about March 2010, in the District of Delaware and elsewhere, Defendants
XIANG LI and CHUN YAN LI did unlawfully transport, transmit, and transfer in interstate and
foreign commerce, stolen goods, wares, and merchandise, to wit, “HyperSizer v.5.3.29” and
“HyperSizer v.5.3” software, of the value of $5,000 or more, knowing the same to have been
stolen, in violation of Title 18, United States Code, Sections 2314 and 2.

COUNT 28
INTERSTATE TRANSPORTATION OF STOLEN PROPERTY

101. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this

Count 28.
102. In or about November 2010, in the District of Delaware and elsewhere,
Defendants XIANG LI and CHUN YAN LI did unlawfully transport, transmit, and transfer in

interstate and foreign commerce, stolen goods, wares, and merchandise, to wit, “Satellite Tool
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Kit 9.2.1” software, of the value of $5,000 or more, knowing the same to have been stolen, in
violation of Title 18, United States Code, Sections 2314 and 2.

COUNTS 29-31

INTERSTATE TRANSPORTATION OF STOLEN PROPERTY
103.  Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in these
Counts 29-31.
104. In or about June 2011, in the District of Delaware and elsewhere, Defendant
XIANG LI did unlawfully transport, transmit, and transfer in interstate and foreign commerce,
stolen goods, wares, and merchandise, to wit, the software products listed in the chart below, of

the value of $5,000 or more, knowing the same to have been stolen:

Count Item
29 Satellite Tool Kit 6.1.3
30 Satellite Tool Kit 8.1
31 Satellite Tool Kit 9.2.1

All in violation of Title 18, United States Code, Sections 2314 and 2.
COUNT 32
SMUGGLING OF GOODS INTO THE UNITED STATES

105. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 32.

106. In or about January 2010, in the District of Delaware and elsewhere, Defendants
XIANG LI and CHUN YAN LI did, contrary to law, fraudulently and knowingly import and
bring into the United States merchandise, to wit, “Satellite Tool Kit 8.0” software, in violation of

Title 18, United States Code, Sections 545 and 2.
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COUNT 33
SMUGGLING OF GOODS INTO THE UNITED STATES

107. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 33.

108. In or about February 2010, in the District of Delaware and elsewhere, Defendants
XIANG LI and CHUN YAN LI did, contrary to law, fraudulently and knowingly import and
bring into the United States merchandise, to wit, “Quartus II, Nios Erﬁbedded Suite v9.0,”
“Quartus II v9.0 Field Programmable Gate Array,” and “Quartus II DSP Builder” software, in
violation of Title 18, United States Code, Sections 545 and 2.

COUNT 34
SMUGGLING OF GOODS INTO THE UNITED STATES

109. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 34.

110. In or about March 2010, in the District of Delaware and elsewhere, Defendants
XIANG LI and CHUN YAN LI did, contrary to law, fraudulently and knowingly import and
bring into the United States merchandise, to wit, “HyperSizer .5.3.29” and “HyperSizer v.5.3”
software, in violation of Title 18, United States Code, Sections 545 and 2.

COUNT 35
SMUGGLING OF GOODS INTO THE UNITED STATES

111. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in this
Count 35.

112.  In or about November 2010, in the District of Delaware and elsewhere,

Defendants XIANG LI and CHUN YAN LI did, contrary to law, fraudulently and knowingly
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import and bring into the United States merchandise, to wit, “Satellite Tool Kit 9.2.1” software,

in violation of Title 18, United States Code, Sections 545 and 2.

COUNTS 36-38

SMUGGLING OF GOODS INTO THE UNITED STATES
113. Paragraphs 1-78 are hereby incorporated by reference as if fully set forth in these
Counts 36-38.
114. In or about June 2011, in the District of Delaware and elsewhere, Defendant
XIANG LI did, contrary to law, fraudulently and knowingly import and bring into the United

States merchandise, to wit, the software products listed in the chart below:

Count Item
36 Satellite Tool Kit 6.1.3
37 Satellite Tool Kit 8.1
38 Satellite Tool Kit 9.2.1

All in violation of Title 18, United States Code, Sections 545 and 2.

COUNTS 39-46

WIRE FRAUD

115. Paragraphs 1 through 78 are incorporated by reference as if fully set forth in these

Counts 39-46.

116. From in or about January 2008 through on or about June 7, 2011, in the District of
Delaware and elsewhere, Defendants XIANG LI and CHUN YAN LI, having devised and
intending to devise a scheme and artifice to defraud and to obtain money and property by means
of false and fraudulent pretenses, representations, and promises, as set forth in Paragraphs 1-77

above, and for the purpose of executing and attempting to execute the above-described scheme
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and artifice, did knowingly cause to be transmitted in interstate and foreign commerce, by means

of wire communications, writings, signs, signals, pictures and sounds, that is:

Count Date Wire Transmission
39 January 2008 - Websites posted on the Internet at the uniform
June 7, 2011 resource locators www.crack99.com,
www.cad100.net, and www.dongle-crack-
download.com,
40 November 23, 2008 Email from Defendant XIANG LI to customer
41 October 27, 2010 Email from Defendant XIANG LI to customer
42 January 4, 2011 Email from Defendant XIANG LI to undercover
agent
43 January 6, 2011 Wire Transfer of $1467 from undercover agent to
Defendant CHUN YAN LI
44 January 11, 2011 Email from Defendant XIANG LI to undercover
agent
45 January 20, 2011 Wire Transfer of $4,350 from undercover agent to
Defendant CHUN YAN LI
46 June 6, 2011 Email from Defendant XIANG LI to undercover
agent

All in violation of Title 18, United States Code, Sections 1343 and 2.

NOTICE OF FORFEITURE

117. Asaresult of the offenses alleged in Counts 3 and 7 though 24 of this
Superseding Indictment, Defendants XIANG LI and CHUN YAN LI shall forfeit to the United
States, pursuant to Title 17, United States Code, Sections 506(b) and 509(a), and Title 18 United
States Code, Section 2323, all copies manufactured, reproduced, distributed, sold, or otherwise
used, intended for use, or possessed with intent to use in violation of the offense under Section
506(a), and all plates, molds, matrices, masters, tapes, film negatives, or other articles by means
of which such copies may be reproduced, and all electronic, mechanical, and other devices for

manufacturing, reproducing, and assembling such copies, and any property used, or intended to
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be used in any manner or part, to commit or facilitate the commission of the offenses in Counts 3
and 7-24.

118.  Furthermore, upon conviction of an offense alleged in Counts 3 and 7 through 24,
Defendants XIANG LI and CHUN YAN L1 shall forfeit to the United States any property, real
or personal, which constitutes or is derived from proceeds traceable to a violation of 17 U.S.C. §
506(a)(1)(A) and 18 U.S.C. §§ 2318, 2319, and 2320.

119.  Upon conviction of the offenses alleged in Counts 32 through 46, Defendants
XIANG LI and CHUN YAN LI shall forfeit to the United States, pursuant to Title 18, United
States Code, Section 981(a)(1)(C) and Title 28, United States Code, Section 2461(c), any
property, real or personal, which constitutes or 1s derived from proceeds traceable to the
offenses.

120.  If any of the property described above, as a result of any act or omission

of Defendants:
a. cannot be located upon the exercise of due diligence;
b. has been transferred or sold to, or deposited with, a third party;
c. has been placed beyond the jurisdiction of the court;
d. has been substantially diminished in value; or
e. has been commingled with other property which cannot be divided without
difficulty,

the United States of America shall be entitled to forfeiture of substitute property pursuant to Title

21, United States Code, Section 853(p) (as incorporated by Title 18, United States Code, Section
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982(b)(1) and Title 28, United States Code, Section 2461(c)).

A TRUE BILL:

Foreperson

CHARLES M. OBERLY, III
UNITED STATES ATTORNEY

Edward J. MCAndrew
Assistant United States Attorney

Dated: April 3, 2012
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